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Recovery in Pelton ca 
countermoves 




/ By Charles W.C(x£^ 

WaMilinfiKt AtmuofTheSun 

WASHINGTON — The United 
States suffered stUl-uncalculated 
damage In the Pelton espionage 

case, and how long It takes to reow- 

er will depend on how clever the 
Russians are at using what they 
learned to foU U.S. hlA-technola^ 
s{qrlM devices, accotSng to former 
Intelligence officials. 

George A. Carver Jr., a former 
CIA official and comnuinlcatlons ex* 
pert, said “diere Is noffilng more vul* 
nerate to compromises than Inter- 
cepts* of another country’s oemmu* 
nlcations. Succe ss depends heavily 
onthe carelessness of the country 
being spied on and Its having vul- 
nerabilities that It does not know 
about, so that It does not know its 
codes and clphera- have been 

cracked and ou^t to be changed. 

Mr. Carver judged the U.S. losses 
to be Tncalculable.’ simply because 
the full range of Injury is not yet 
known, bat the effects almost cer- 
tainly will be long lasting. 

How long the recovery takes de- 
pends on how clever the Soviets are 

at using the data received from con- 
victed spy Ronald W. Pelton to de- 
vise countermeasures against so- 
phisticated IJ.S. eavesdmping de- 
vices. said retired Adm. Daniel Mur- 
phy, a former deputy director of cen- 
tral intelligence and a former 
intelligence ovcraecr in the Defense 
Department. 

U.S. intelligence-gathering has 
become such a delicate, complex, 
high-technology undertaking that It 
is increasingly vulnerable to having 
its secrets exposed. 

This seems to be a lasting lesson 
of the Pelton apy case and, to some 
degree, of various other cases of 
Americans seUlng sensldve infoima- 
Uon to the Sbvltt OMcm over the 
past decade. 

The simple reason for the vulner- 
ability is that thousands, perhaps 
tens of thousands, of people at many 
levels of government and industry 
have to know something about the 
secret systems used to eavesdrop on 
the Soviets to collect military and po- 
litical information. 

‘The field is rife with people who 
could be suborned," said retired 
^ Adm. Stansfleld Turner, director of 
central Intelligence in the Carter ad- 


ministration. "We are in a new age 
vulnerability to compromises m our 
technological intelligence systems." 

When the systems are penetrat- 
ed. it can take months or years to 
assess the damage and develop new 
devices that regain the lost capabill- 
Ues. For all that was revealed about 
the Pelton case, the government is 
still unsure how much damage was 
done. 

The House intelligence committee 
plans to pursue that point In closed 
hearings with officials of the Nation- 
al Security Agency, according to the 
committee’s chief counsel, Michael 
J. O’Neil. The Senate intelligence 
committee is preparing an extensive 
report on the problems <rf counterin- 
telligence — (rf catching spies. 

In an interview, Mr. Turner saw 
the vulnerability of modem systems 
as the "significant point" brou^t 
home by the case of Pelton, con- 
victed in Baltimore last week of seU- 
lng secrets to the Soviets after a trial 
that gave unprecedented pubUc ex- 
posure to the eavesdropping and 
code-breaking activlUes of the Na- 
tional Security Agency. 

Pelton, employed as a communl- 
caUons specialist at the NSA for 14 
years, declared bankruptcy and left 
the agency in 1979 and contacted 
the Soviet Embassy six months lat- 
er, eventuaUy receiving thousands of 
doUars for data on secret NSA pn^- 
ects. He was arrested last November, 
almost six years after his first con- 
tact with the Soviets. 

"1 fault the NSA for not realizing 
they had a highly volatile character 
on their hands," Mr. Turner said. 

Another who stressed the vulner- 
ability of U.S. high-tech intelll- 
gence-coUectlon to espionage was 
Rudolph Hlrsch, a former CIA em- 
ployee and now acting director of 
computer and information systems 
at the University of Maryland. 

A consultant on security and per- 
sonnel practices, Mr. Hirsch said it 
should be standard practice for intel- 
ligence agencies to monitor their em- 
ployees’ solvency and, in cases of 
ne^. to aid them with loans, salary 
advances or loan guarantees. 

In Mr. Hlrsch’s view, "anyone is a 
potenUal thieT if confronted by a se- 
vere enough financial emeigency. 

He contended that an aid program 
such as the one he advocated could 


have averted the current "spectacle" 
of trials involving aUegatlons of se- 
cret-selling to the Soviet Union, Chi- 
na and Israel. Never in his own ex- 
perience as a government consult- 
^t cleared for secret InformaUon. 
h^dded, had he been quesUoned 
about his finances, even when given 
polygraph tests. 

U.S. intelligence-withering today 
Inwlves sophisticated submarine 
surface and satellite eavesdropping 
deuces, high-speed transmissions 
Md supercomputers to sort out and 
ooded communications. 

The "bureaucratic process^" with 
its constwt rotation of government 
personnel, continually increases the 
n^bere of people who know some- 
complex systems, 

said Mr. Carver. 

pie Pelton case was replete with 
testimony that the Russians gained 
invaluable data on what the su^- 
secret NSA knew about their com- 
mi^cations links and thus how to 
^e countermeasures to foil the 
U.S. eavesdroppers. 

There was understandably a 
grrat deal less. If any, evidence Indi- 
es^ what Soviet countermeasures 
U.S. Intellteence had detected and 
may alreatfy have learned how to 
Circumvent. 

Mr. Turner and Mr. Carver 
agreed that the damage may be long- 

fiT *fl^**i^*® suffered from 

the Walker case. In which the Walk- 
er spy ring sold the Soviets Informa- 
tion on hardware and software used 
by the Navy in coded communica- 
Lions. 

The Navy said It had to step up 
production of new cryptographic 
equ pment at a cost of “many 
millions of dollars' to restore Its se- 
cure communications capability 

Pei^n™‘^ what they learned from 
Pelton — new information as well 

have had to make their own moves 

security and 
me NSA In turn has had to change 
Its operaUons. “"igc 

Mr Turner said that “there will 
4 a Joss for a period of tlme“ for 
America in the endless spy game of 
measures and counterme^SiJ^ 


iSimsNum 
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Publicity given operations in 
the Pelton case may have reinforced 
the Soviets’ ideas about counter- 
measures they needed to take. Mr. 
Murphy said, but he doubted that 
there was anything they didn't al- 
ready suspect." As for America’s 
damage assessment, "we know what 
we lost and we know what they 
should have learned." In such cases, 
the worst is usually assumed in 
patching up the damage, 
y All former intelligence officials 
consulted agreed that the govern- 
ment “wanted a conviction" in the 
Pelton case and thus was willing to 
reveal as much as it did about intelli- 
gence operations not previously dls^* 
cussed. 

“They were sending a signal to 
others — this is what happens to 
you." said Mr. Hirsch. Mr. Murphy 
said the government “did a good Jdb 
of walking a fine line" in revealing 
enough for a conviction. Mr. Turner 
was “surprised that they spoke 
openly of decoding anybody's me» 
s^M." but “they wanted a convltf- 
tlon" and made the necessary trade- 
offs. 

Admiral Murphy was U.S. 6th 
Fleet commander in the Mediterra- 
nean at the time of the 1973 Arab- 
Israeli war and now realizes that aU 
his plans for dealing with the Soviet 
fleet, if it came to mat, could have 
been compromised by the Walker 
ring: “I'll never know," he said. 
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